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• Policy Statement 

Sheffield Hallam University is committed to ensuring that its systems and data are secure and 
protected from unauthorised use. To support this, all users must take appropriate steps to 
protect the user account they are provided. This will include choosing a strong and secure 
password and setting up additional verification methods where services require Multi Factor 
Authentication (MFA). MFA provides additional protection against the possibility that 
usernames and passwords are obtained by unauthorised users. 
 
Intentional sharing of usernames and passwords or otherwise enabling unauthorised use of 
a user account may be treated as a breach of the University IT Regulations and lead to 
disciplinary action being taken. 
 
You should not use your university password for any other external service(s) and should 
choose a strong and unique password for each service. 
 
The University may force users to change their password if there is a risk your account is 
being misused. 

 

• Objectives 

The objective of this policy is to set out the requirements for authentication methods needed 
to access University applications and services. 
 

• Scope 

This policy applies to: 

• All Users 

• All University services and applications 

 

• Definitions and Abbreviations 

“Multifactor Authentication (MFA)” is the process of using more than one piece of 
evidence (or factors) to prove who users are when they sign in to applications and/or 
services. 
 
“Users” are students, staff, consultants, contractors, agents, visitors, and any other 
authorised users of University IT systems and applications. 
 

• Policy Details 

General Requirements 

• User passwords must be a minimum of 12 characters and include a 
combination of 3 of the 4 different character types (upper case, lower 
case, numbers and special characters). 

• Users should not use the previous 8 passwords when setting a new password 
• Passwords must not be a single dictionary word. 
• Passwords must not contain the users first name, surname, username, 

employee or student number.  
• Passwords should not be based on easily identifiable information, for 
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example a pet’s name. 
• Six incorrect login attempts will lead the account being locked out for 30 

minutes. 
• Any user that thinks their account(s) is / are at risk must change their 

password as soon as they can, for example your account being used by 
someone else or you are subject to a phishing email. 

• All passwords must be treated as confidential and must not be shared with 
anyone or made public in any form – either written or verbally. 

 
• Exceptions 

• Exceptions to this policy will be considered on a case-by-case basis. 
 

• Roles and Responsibilities 

Roles Responsibilities 

Security Assurance Manager • Review and approve any exceptions to this policy 

Human Resources and 
Organisational Development 

• Present each new employee with the relevant University IT and Security 
policies before they commence work  

• Support all employees and students in understanding the requirements 
of this policy and Advise Contractors and visitors accordingly 

All Users • Report any risks or concerns about their password or user account to 
the Service Desk 

• Report any instances of non-compliance with this policy to the Service 
Desk  

• Support other users in understanding the requirements of this policy 

Student Academic Services • Present students with relevant University IT policies prior to 
enrolment.  

• Support all students in understanding the requirements of this policy. 

 

 


